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Native, API-Based

Predictive Email Defense

for Microsoft 365

WHY - While Microsoft 365’s security capabilities (e.g.
EOP) catch most spam and known threats, organi-
zations need additional protection against unknown,
dynamic threats. That's why Gartner recommends
that businesses using Microsoft 365 adopt a layered
approach to email security.

SOLUTION - Sitting inside Microsoft 365 thanks to
its native API integration, Vade augments Microsoft
365’s reputation and signature-based defenses with
Al-based predictive email defense. Vade protects
your users — and business — from advanced phish-
ing, spear phishing, and malware attacks, without re-
quiring them to change their behavior.

Artificial Intelligence To Detect Unknown,

Targeted Attacks

Vade for Microsoft 365 blocks attacks from the first email, thanks to our behavioral filter engine that leverages
heuristic rules and multiple Al technologies. Performing real-time behavioral analysis of the entire email, includ-
ing URLs and attachments, Vade leverages data and user feedback reports from 1 billion protected mailboxes
worldwide to continually fine-tune the filter engine and ensure a high precision rate.

Multi-faceted Anti-Phishing

Performs a real-time, multi-layered

behavioral analysis of the email and

URL, following any redirections to de-
termine whether the final page is fraudulent. Machine
learning models analyze 47 features of the email and
URL for malicious behaviors, while computer vision
algorithms scan for modified logos, QR codes, and
other images commonly used in phishing attacks.

Behavioral-Based Anti-Malware

Performs a comprehensive analysis

of the origin, content, and context of

emails and attachments. Going be-
yond scanning attachments, the solution detects
malware well before anti-virus and sandboxing
technologies, with no latency to users.

Natural Language Processing algo-

rithms interpret suspicious text, while

anomaly detection builds an anony-
mous profile that establishes normal communica-
tion patterns for your employees. Detected anom-
alies, such as impersonation attempts or financial
requests, trigger a customizable warning banner
alerting the user.

m Banner-Based Anti-Spear Phishing

f - \ Insider Threat Protection

. x 0 Scans internal email traffic to prevent
\ - J insider attacks using compromised

accounts, thanks to native integration
with Microsoft 365.



Post-delivery features & capabilities

Al-based technology, enhanced by users, built for busy admins

Auto-Remediate - Augments threat detection with automated, post-delivery threat remediation.
Leveraging Vade’s real-time view of global threats from 1 billion protected mailboxes, Auto-Remedi-
ate continuously scans email and automatically removes messages from users’ inboxes when new
threats are detected. Admins can also manually remediate messages with one click.

Vade Threat Coach™ - Delivers automated, adaptive training to course-correct when a user opens
a phishing email or clicks on a phishing link. Featuring gamified phishing training that is adapted to the
brand impersonated in the phishing email, Vade Threat Coach fills the gaps in structured training with
complementary, on-the-fly learning content that reinforces best practices.

Logs and Reporting — Provides visibility with dashboards, reports, and real-time logs for an up-the-
the-minute view of threats detected and remediated. Admins can monitor email traffic, identify cur-
rent-event based email threats, and remediate misclassified emails with one click.

Boucle de rétroaction intégrée — Enables users to report email threats directly to Vade Secure’s SOC
via the Microsoft Outlook Junk and Phishing buttons. The Vade Secure Feedback Loop transforms user
feedback into vital threat intelligence that is used to continually strengthen the filter and the efficiency
of Auto-Remediate.
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This architectural approach offers several advantag-

es to admins and end users: N

No MX Change - Activate the solution in just a few

clicks—without changing your MX record.

Layers with EOP — Augment EOP with

complementary technology that catches threats
that Microsoft misses. The built-in Added Value
report quantifies Vade’s added catch rate on top of EOP.

No complex rules and configurations — Configure simple, threat-based policies and seamlessly ingest your

Exchange Online Settings to avoid duplication.

No UX Changes, No External Quarantine — Allow users to continue working in Microsoft Outlook with no user

experience change or external quarantine to manage. Vade filters emails into Outlook folders, based on the
policies defined.
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