sighnNow

Legally binding e-signatures
with world-class security

Safeguard your data with signNow — an e-signature

solution that solution that meets the highest

security and compliance standards.

SOC 2 Type Il certification

SOC 2 is an auditing procedure that
ensures your service providers
securely manage your data to protect
the interests of your organization and
the privacy of your clients. As an SOC
2 certified service, SignNow meets
industry standards for security,
availability, processing, confidentiality
and privacy of your data.

HIPAA

Health Insurance Portability
& Accountability Act

HIPAA compliance

The Health Insurance Portability and
Accountability Act (HIPAA) is focused
on providing patients with quality
care, protecting confidential data
and regulating doctor-patient
relationships. SignNow complies
with the HIPAA's hosting standards
for protecting the private health

information of patients.

From the moment you log into your

account and through the document

completion process, you can rest

assured that you data is protected

and documents are securely stored

with signNow.

GDPR compliance

SignNow guarantees full compliance
with the General Data Protection
Regulation (GDPR). Customer
documents and information are
encrypted and accessible only by
the customer. SignNow users can
request the deletion of their
personal data anytime.

CALIFORNIA
CONSUMER

PRIVACY
ACT OF 2018

Compliance certifications and regulations

DSS

COMPLIANT

\Pchd

PCI DSS compliance

Payment Card Industry Data
Security Standards (PCI DSS) ensure
the safety of the cardholder’s data.
An organization with PCl
certification maintains payment
security and ensures that its
customers’ credit card information
is well-protected against cyber
threats and attacks.

Security features

21 CFR Part 11 compliance

Organizational settings and
functionality within SignNow are in
full compliance with CFR regulations.
They include: two-factor
authentication, session duration and
timeouts due to inactivity, e-signature
timestamps, digital certification and

document history retention.

ESIGN compliance

According to the ESIGN Act, an
e-signed contract has the same legal
validity and enforceability as a hard
copy. Since SignNow complies with
the E-Sign Act, you may use it for
your business and daily tasks as you

would a pen.

v Two-factor authentication

& Network protection

Vv Digital certificate technology

CCPA compliance

SignNow complies with the
California Consumers Protection Act
2018 requirements, ensuring the
protection of personal data and
personal privacy when collecting

and using customer information.

¥ Document audit log for each document
v/ Disaster recovery

v/ Retention in the cloud

Get started today and see why thousands of customers prefer signNow for its ease of use

when sending, signing, and storing documents safely and securely.



